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1 Office on the web

In den nachsten Schritten wird eine Policy fir die Intune Gerateverwaltung erstellt, die die

Telemetry- und Privacy-Settings der Endgerate anpasst und so unerwiinschte Datenstrome zu MS
unterbinden soll. Die Policy wird , Telemetry Restrictions” genannt.

Intune Configuration Profile - Windows Diagnostics Data (All Devices Setting):

Devices -> Configuration -> Create New Policy (Name: Telemetry Restrictions):

] Devices | Configuration

Policier  Import ADMY Maritar

palicy type Lot macifed

Microsoft Intune admin center

S Home > Devices | Configuration »

Home - s g
f Device restrictions
[l Dashboard Windows 10 and later
= All services
5 o Basics
IJ Devices
EE2 apps Name * Telemetry Restrictions v
" Endpoint security Description Passt die Datendbertragung an MS an
Reporis
&a Users
A& Groups

;'-" Tenant administration

# Troubleshoating + support Platform

Profile type
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In den Configuration Settings der Policy werden unter dem Reiter ,Privacy” folgende

Einstellungen vorgenommen:

Device restrictions

Windows 10 and later

~ Printer

~  Privacy
. . I .
Privacy experience (O % Block Mot configured A

E
R

Input personalization @O Not configured

! - I
Automatic acceptance of the pairing and Allow Not configured

privacy user consent prompts ©

b4

Publish user activities & Mot configured

Block Not configured

~

E
A
—

Local activities only &

-
k-

Define information that all apps on the device can access. You can define exceptions on a per-app basis using
"Per-app privacy exceptions”.

Account information @ | Not configured ~ |
Background apps © | Not configured ~ |
Calendar O | Mot configured ~ |
Call history @ | Not configured R4 |
Camera (O | Not configured v |
Contacts © | Not configured s |
Email © | Not configured ~ |
Location (O | Not configured e |
Messaging @& | Not configured ~ |
Microphone O | Mot configured ~ |
Motion © | Not configured v |
Maotifications (O | Not configured ~ |
Phone O | Not configured ~ |
Radios @ | Not configured ~ |
Tasks O | Not configured v |
Trusted devices (O | Not configured Y |
Feedback and diagnostics @ | Not configured ~ |
Sync with devices © | Mot configured R4 |
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In den Configuration Settings der Policy werden unter dem Reiter ,Reporting and Telemetry*
folgende Einstellungen vorgenommen:

Device restrictions
Windows 10 and later

€2 Basics @ Configuration settings

~  App Store

~  Cellular and connectivity
~ Cloud and Storage

~ Cloud Printer

~ Control Panel and Settings
~ Display

~  General

~ Locked Screen Experience
v Messaging

~  Microsoft Edge Legacy (Version 45 and earlier)
~  Network proxy

~ Password

~  Per-app privacy exceptions
~ Personalization

~  Printer

~  Privacy

~ Projection

~  Reporting and Telemetry

Share usage data © | Diagnostic data off s |

Send Microsoft Edge browsing data to | Mot configured A% |
Microsoft 365 Analytics (D

Telemetry proxy server (O | e.g. 249.168.246.106:100 or [2001:4898:4010:4013:95c1:a8b2:953c:c633]:1... |

Die getroffenen Einstellungen werden auf die Geratecollection ,All devices” angewendet:

Home > Devices | Configuration >

Device restrictions

Windows 10 and later

O Basics ° Configuration settings 0 Assignments (%) Applicability Rules

Included groups

S, Add groups  ®R Add all users Add all devices

Lo 0 Eilter Eiltecoode Egit filter Ramove
| All devices None None Edit filter Remave

Excluded groups

@ When excluding groups, you cannot mix user and device groups across include and exclude. Click here to learn more sbout excluding groups.

T Add groups
Groups Group Members (O Remove

No groups selected
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2 Office 365 Apps

2.1 Setzen des Update Channels fiir MS365 Apps auf monthly Enterprise

Channel:

Alle>Einstellungen>Einstellungen Organisationseinstellungen>Dienste>Microsoft 365-

Installationsoptionen:

Festureupelates  nstalisicn

Der Kanal wird auf monthly umgestellt, damit die Updates von Microsoft nicht sofort angewendet

werden, sondern mit einer Verzégerung von einem Monat.

2.2 Datenschutzeinstellungen

In den nachsten Schritten wird eine Policy fiir die Applikationen von Office365 erstellt, die die
Telemetrie Settings der Endgeratebenutzer anpasst und so unerwiinschte Datenstréme zu MS

unterbinden soll. Die Policy wurde , Office Telemetry Settings” genannt.
Policy for Office Diagnostics Data (User Settings -> All USers):

Apps -> Policies for Office Apps -> Create:
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Apps

1] Apps | Policies for Office apps

) Policies
Ery——

® B Start with the basics
- |
8 vonor O Seupe Previde e e et deserptian for th peicy cenguraton

L Description
O Reviow st publish

Anpasssen dar von Offce bermitislien Dalen an M5

rm——
B app cegaries

w

B s
Help sndl support

& Help and supper

Die Policy wird fiir alle User angewendet:

) Apps | Policies for Office apps
.

Overview @ Basics
@ Choose the scope

All apps |
B wvonitor @ scope Select the scope and to which group the policy configuration applies.
By platform |

O Policies Select the scope

Windows |

0s/iPados This policy configuration applies to all users
B ios/iex O Review and publish ®
G macos (O This policy configuration applies to users in the specified groups
B Android (O The policy configuration applies to users that access documents anonymously using Office on the web
policy

H8 App protection policies

Das Schlagwort ,Telemetry” offenbart folgende Konfigurationsmaoglichkeiten:
Die getroffenen Konfigurationen wurden aus Platzgriinden in rot und griin dargestellt in der Liste
verschriftlicht:

Configure Settings .

Select policy settings for this configuration

Total Hie:unl}'Baselme HA:cesswh\hﬁyEaselme Configured
7

7 Policies Y Filte] ~ | © telemetry X|F v

Policy Platiorm Application Status Area

Tum on telemetry data collection = 0 + Configured None Disabled
Tum on privacy settings in Office Telemetry Agent = q  Configured None Enabled
Tum on data uploading for Office Telemetry Agent = a ~/ Configured None  Disabled
Specify the UNC path to store Office telemetry data 1] Not configured None

Specily custom tags for Office telemetry data 0 Not configured None

Office applications to exclude from Office Telemetry Agent reporting S 1] ~ Configured None

Office solutions to exclude from Office Telemetry Agent reporting S8 a ~ Configured None
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Extra angefuhrt , Office applications to exclude from Office Telemetry Agent reporting“:

Homa > dgps

) Apps | Palicies for Office apps

[P semen «

Office applications to exclude from Office Telemetry

@ owniew [Agent reparting
B aaps
| wanter Pt Aopeatons
Windan: e
By platormn
tefemetny gets
. wincas o Being reperted 1 Offic Tty Dasibeard,
B osimaas
¥ you bl this pokcy seting, Office Tekemtry Agent docs ot plaod
5 s Telematry
P Dashioard
ifyou aisaole or do ni configure this policy setting. Office Telemety Agent

plasas telemetny ta fer sl Offic appiations
[y ——

Showless
1 2op consgustion
Confiuratian s

1 05 spp provisoning proe o " .
I mocs suppiementa poicies = -
O Poloes or Otz apps Additonatseting
) Py ses

N Word-related solutions
& auttine [ .
otter Excelrelted solutians

B copselecine wipe \ Enabled -

B pp catugarie PowerPaint related solutions

[ [Ereies -
- Evp——

Tt B
—

Accass-related solutions

pyra— = v

Projoct rolatad solutions

[t B

Publisher-related solutions
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Extra angefiihrt ,Office solutions to exclude from Office Telemetry Agent reporting”:

Home 5 Apgs

) Apps | Policies for Office apps g |
= «
N
@ o Office solutions to exclude from Office Telemetry
B A Agent reporting
& ot
By platform Pltforms Aosliations
Windous offee
- wnsous
B iosvsdos This ety
being renorted to Ofice Telemetry Gashooara.
5 maccs
¥ offce v
& s datator
fokey Fyou sisable or d net configis this Rolicy setting, Office Telematry Agent
B anp pratectian polies s telemty dita for sl avaable solution ypes.
BB nop confgursion palices Sho ez
1 105 app provisonng prelies Configuration setting
T & mase supplementsl paiies F— =
Q raliies for Qffice apps
9 poliy szt Aditicast stting
Pap— Offce document fles
[enaies -
atber
Office tamptate files
selectve wi
B nop selectve wice. | f— .
B op sstageries e
1 ek [enasies -
= o
Application-spectc add-ins
Help and support [enaies ~
J—— Web Adedinz
[ e -
[ -
Home 5 ppe
0 Apps | Policies for Office apps ®

5 search «

O oo @ s Review configuration and create
@ A
2 remior © S 7 .
By platiorm
@ Foiicies Basics Policies
- o
B iosipados @ Review and publish
fg— Mame § policies: configured
@ Ardroid Offic Telervenry Semings.
e Description Security Bazaling
BY App pratection paices
e - Anpaassan der von Offce dbermiiehen Dalen sn s O Baseing palices canfigurad
B 2pa ceofurston aoice:
Edit Basics Accessibility Bacaline

® (05 35 pravisioning profles
@ baseline pelices conlgueg
7 s mode supplemersal polives

T Poscies o s 3ops Edit Policies
] Pokcy sets

& cuins e Scope

other

B App selective wipe Scope

1 app categories e

1 ebeoi:

= siters Edin Scape

e and suppart

Hefp and suppart
3 =up
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Schlagwort ,Diagnostic”:

Level wurde auf ,Required” gesetzt, damit nur die minimalen, erforderlichen Datenstréme an MS
gesendet werden, um die Stabilitdt der MS Produkte zu gewahrleisten.

T X
Configure the level of client software diagnostic data
sent by Office to Microsoft

Platforms Applications
Windows, Office on the web, Mac, iOS, Android Office

This policy setting allows you to configure the level of client software diagnostic
data that is collected and sent to Microsoft...

Show more

Configuration setting

‘ Enabled v |

Additional setting

Level

Required ~ |

Cancel

Alternativ/Zusatzlich konnen tber ein Konfigurationsprofil noch folgende Registry Keys gesetzt

werden:

Windows

Registry Editor Version 5.0
[HKEY_CURRENT_USER\Software\Policies\Microsoft\Office\16.0\osm]

"Enablelogging"=dword:00000000
"EnableUpload"=dword:00000000
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3 Office 2021 LTSC

Analog zu den MS365 Client settings konnen fir die LTSC Version von Office die gleichen registry

keys gesetzt werden:

Windows

Registry Editor Version 5.00 [HKEY_CURRENT_USER\Software\Policies\Microsoft\Office\16.0\osm]
"Enablelogging"=dword:00000000

"EnableUpload"=dword:00000000
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